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2025 Information Security Management and Implementation Status 

I. Information security risk management structure 
 
 
 
 
 
 
 
 

 
 

 
 
 
 
 
 

In 2025, the Company implemented the ISO 27001 Information Security 
Management System and obtained certification, established an information security 
risk management framework, and formulated information security policies to ensure 
the protection of customer privacy and prevent the leakage of internal information. 
The Company and its consolidated subsidiaries have jointly organized an 
Information Security Team (as shown in the organizational chart above), The Chief 
Information Security Officer is responsible for integrating and implementing 
information security policies, promoting information security messages, enhancing 
employee information security awareness, and gathering and improving the 
performance and effectiveness of the organization's information security 
management systems of technologies, products, or projects. In addition, the 
Company has formulated a Personal Data Protection Management Policy and 
adopted stringent personal data privacy and security management and protection 
measures. A data governance framework has also been established, including the 
formulation of data standards and classification systems, the implementation of 
data access control mechanisms, and review procedures by data owners. These 
measures ensure that data access and sharing are properly governed and protected, 
and that data availability, integrity, and confidentiality are maintained. 
The Internal Audit Unit conducts information security management audits annually 
and issues audit reports. The audit results are reported regularly to the Audit 
Committee and the Board of Directors. 

II. Information security policy 

1. Purpose 

In order to enhance the safe and stable operation of the Group's information 
operations, provide reliable information and communication services, ensure the 
confidentiality, integrity, and availability of information assets, and smoothly 
promote various businesses to comply with information and communication 
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security management operations, this document is specially formulated. the 
Company’s information security policy (hereinafter referred to as this policy) 
serves as the highest guideline for information security management. 

2. Scope 

This policy applies to all operating sites, subsidiaries, customers, and suppliers. 

3. Goals 

Ensure the confidentiality of the Company's business-related information and protect 
the Company's business confidentiality and personal information. 

(1) Ensure the integrity and availability of the Company’s business-related information 
and improve work efficiency and quality. 

(2) Improve the Company’s information security protection capabilities. 

(3) Achieve the goal of continuous operation of the Company’s business. 

4. Strategy 

(1) Relevant legal regulations and corporate operational requirements should be 
considered, the security needs of information communication operations should 
be assessed, and relevant procedures should be established to ensure the 
confidentiality, integrity, and availability of information assets. 

(2) Establish the Company's information security organization and define the division 
of labor and responsibilities to facilitate the implementation of information 
security operations. 

(3) Carry out various matters that need to be done in accordance with the regulations 
on the classification of information security responsibility levels. 

(4) Establish an information security incident reporting and response mechanism to 
ensure proper response, control, and handling of information security incidents. 

(5) Regularly perform information security audit operations to ensure the 
implementation of information security management 

5.  Review 

This policy is approved by the President and will be evaluated by the Information 
Office at least once a year, or re-evaluated when there are major changes in the 
organization (such as organizational adjustments, major business changes, etc.). 
Appropriate revisions will be made based on the assessment results, relevant laws, 
and the latest developments in technology and business. 

III. Specific information security management plan 

Item Project specific management measures 

Firewall 
protection 

 Firewall settings of connection rules. 

 Application of additional permission for special connection 
requirements. 

User internet 
access control 
mechanism 

 Use automatic website protection systems to control users’ 
online behavior. 

 Filter sites linking to Trojan viruses, ransomware viruses, or 
malicious programs automatically from users. 

Anti-virus 
software 

 Use anti-virus software and automatically update virus codes 
to reduce the chance of virus infection. 



Item Project specific management measures 

Operating 
system update 

 The operating system is automatically updated. If it is not 
updated for some reason, the Information Department will 
assist in updating it. 

Email security 
control 

 Automatic email scanning threat protection to prevent unsafe 
attachment files, phishing emails, spam, and expanded 
protection against malicious links before emails are received. 

 When a PC receives an email, the anti-virus software will also 
scan it for unsafe attachments. 

Data backup 
mechanism 

 The daily backup setting for important information system 
databases.  

Upload 
important files 
to the server 

 All departments in the Company store the important files on 
the server, which is backed up and managed by the 
Information Department. 

IV. Information Security Management Operations 

1. Purpose 

In order to maintain the security of the Company's information system and strengthen 
the information security protection mechanism, relevant regulations are formulated as 
the basis for the Company's implementation. 

2. Scope  of  control 

Computer host systems, computer equipment, computer programs, database files, 
computer output screens, reports, and media. 

3. Management procedures 

(1) Computer room norms 

(a) Non-information processing personnel are not allowed to enter the computer 
room without approval. The entry and exit registration book must be filled in 
on entering or exiting.  

(b) No flammable objects are allowed in the computer room, where must be 
inspected the fire protection facilities regularly. 

(2) Purchasing and installing computer equipment according to norms 

(a) All updates and purchases of equipment must be filled in a purchase 
requisition form, and approved by the competent authority. The Information 
Department is responsible for procuring and installing approved items. 

(b) The installation of computer equipment must be carried out jointly by 
information personnel. Illegal software must not be installed. Anti-virus 
software must be installed and virus scans and virus codes must be updated 
regularly. 

(c) Portable computer equipment must be handed over when personnel leave 
the job. 

(d) The host SERVER is set up with a firewall. Access from outside the Company 
must be done through the firewall. 

(3) Operation control 

(a) Users must go offline after using the computer and shut down the computer 



when not in use. 

(b) Unauthorized use for unrelated businesses of the information center system 
equipment is prohibited 

(c) Non-office hours or holidays to use the host, the purpose and schedule of 
use should be approved by the responsible person in charge, and the 
information department should be notified to take corresponding measures. 

(d) The information department should check the system abnormality JOBLOG 
at all times and make necessary processing 

(e) The information department needs to regularly back up data, store it off-site, 
and conduct regular response tests. 

(4) Password control 

Each user has a unique usage code and usage password. 

(a) Password authorizers should be registered and managed in the list, and 
personal passwords may not lend to others. 

(b) Usage code should be canceled or updated immediately on employee leaves 
or changes. 

(c) All online files should be maintained by the application, and the application 
should be included in the scope of usage rights control. 

(d) The password must be changed every 3 months. The password must be at 
least 6 characters in length, and the first digit must be in English. 

(e) The account and permissions of the first-time user should be applied for 
through the information sheet, approved by the department head, and then 
implemented by the information department system security administrator. 

(5) Permission control 

(a) Users should have relevant usage functions based on approved permissions. 

(b) There should be a hierarchical authorization system for data use rights, and 
audit and management personnel do not have the authority to update the 
database. 

(c) Non-designated financial personnel are not authorized to use the financial 
statement system. 

(d) Users of general applications should not have access to host system utilities, 
tools, and commands except for executing the application system. 

(e) System development/programming personnel should not have access rights 
to the programs and data files of the online system.  

(f) The setting of manufacturers' user code on software and hardware 
maintenance, should be restricted (disabled) for unauthorized access at 
ordinary times. 

(g) Set up computer work logs for system operators to record system conditions 
and for supervisors to approve. 

(h) The system should log user activity, and the system administrator should 
routinely monitor and follow up on users who have not logged in for an 
extended period. 

(i) Information personnel should not have access rights to officially launched 
applications. 

(j) Passwords should not be displayed on the computer screens, nor should 



they be printed on any reports without being garbled. 

(k) When information personnel resign, they must first fill out a resignation 
application form. After approval by the department supervisor, the 
resignation handover process can be completed. The handover procedure 
form must be signed by the handover person before the process is officially 
completed. 

V. Invest resources in information security management 

1. Network hardware equipment 

Item Number 

Firewall 1 

Computer anti-virus host 1 

Spam filter 1 

2. Software system 

Item Number 

Computer antivirus software 1 

Backup Management Software 1 

3. Investing manpower in information security 

Maintenance Project Manpower 

Daily system status check 1 

Weekly regular backup 1 

Implementation of off-site storage of backup media 1 

Annual information security promotion 1 

Annual system disaster recovery simulation exercise 2 

Annual Internal Audit of the Information Cycle 2 

4. Information security promotion and conference agenda in 2025 

Item Times /Year 
Number of 

Participants 

ISO 27001 clause interpretation 1 9 

Information security internal audit practice 1 9 

Information security risk assessment training 1 20 

Information asset inventory 1 20 

Personal data protection training 1 27 

Employee information security promotion training 2 40 

Information and communication security meeting 4 80 

Information security incident case sharing 2 40 

  



VI. Information Security Incident 

1. No major information security incidents resulting in business damage occurred in 
2025. 

2. No complaints related to the violation of customer privacy were received in 2025, and 
no personal data breaches resulting in damages occurred. 

3. Continue to implement information security management policy objectives and 
conduct regular recovery plan drills to ensure the security of the Company's critical 
systems and data. 


